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2.1 lulasmaulnsiass (Microcontroller)
2.2 alwsdnyeyrau (Buzzer)
2.3 InuaisTudsanualeii@ (HyperText Transfer Protocol; HTTP)
2.4 \nauaisvudsteninuvatedfiuuuiuns (Hypertext Transfer Protocol
Secure; HTTPS)
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2.1 lulasmaulnsiaas (Microcontroller)

aruifsitululasroulnsaefidowiu lulasroulnsaimes (indedn uC uieMcu)
#e gUnsalmUANTLIALAN FeuTTImnuaInTaiadendetuszuuaeNiames Tnglu lulas
aoulnsalaeslesin tndfignmitsanuduaznedn dududiuuszneundndidigues svuy
mawfiumesitnlimeiu Inevinisusspdnliluiidudediu lulaseeulnsawesiiula Ay
MmngLUUATINARe szuuaoulnsavuiaidnisendnegnmilifeliussuuneufinmes vuiaidn
fanunsathanuszgndldanldnainmas Tagrunisesnuuuisasiimngfuny waq uag
faanunsandeulusunsuddaionuauu Input / Output titedssnilily auas gunsalneg
¢3nde Faftifuindussuuiannsmisnussandldaulévainvans s medu Digital was
Analog 8nfIBETU TEUVAYYIURDUSUSRLULR, SeUUTnfl, S8UU AonURTWENIUL uag
due éﬂixuuiuimﬂauiwiaLaaﬂuqﬂﬁwﬂ’uﬁummmﬁwmiL%ﬁiaﬁ’u 5¥UU Network U84
poufiuneluléEnde Kudunsdunuisdadlduaviiunmaes ud ervesdunisdanue
Auar Fnlaniuinietnedumesidedldlasailneiiluredalasroulnsaaesiiu awis
wuseanulailu 5 dwlngq loun mhedszanananans vise iy, wieaua 1, dwdnse
fugunsnineuen visenese, YesnaAuvedyyI visedd uag 2sinllndygyinuning
ety aunsouttesnidu 2 dfe nheanusAdlidmsuiu Waunsumdn
Wisuialeussanaiuazmieanudndeya M dumieudu nszaumalunis Auinved
iy Ine ESP32 Wululaspaulnsamesuuy

System-on-a-Chip (SoC) fifnssdnUsznoutanundisdudmsunisussanana
wagnmsdoaslimeliluduifen MnuaudFsiudunsdouss Wi-Fi uag Bluetooth Tusn



JugUlulaspeulnsamesuuy 32 On Nlinnuaiunsoge Wuuiuaskdnlag U3En Espressif

Systems MnUsemeIY d1ulsenaunanvesuasa ESP32

2.1.1 M519N15ATY (Partition Table)

Name Type | SubType | Offset Size Flags
nvs data | nvs 0x9000 0x5000

otadata data | ota 0xe000 0x2000

app0 app |[ota 0 0x10000 | 0x140000

appl app |ota l 0x150000 | 0x140000

spiffs data | spiffs 0x290000 | 0x160000
coredump [ data [ coredump | 0x3F0000 | 0x10000

2.1.2 LittleFS

2.4 nauaiisaudsdannunaneffuuusiuag (Hypertext Transfer Protocol
Secure; HTTPS)

nauaisuudsdeninunanefifuuuiuag (Hypertext Transfer Protocol Secure;
HTTPS) Aediusiovsrguesluslanmoainueisvuaitonunatsdn (Hypertext Transfer
Protocol; HTTP) @sldnsidnsaiionisdeansiivasnfoniunietionouiames wazgnly
agunIrateuuduesile lnsluslaneainsetie HTTPS aggnidiswasmeinueiisaiy
shunsvasturuds (Transport Layer Security; TLS) ni3oreuninineinasiissudoninlasn
1y (Secure Sockets Layer; SSL) ¢mawniu TuslamreadannsaSendete HTTP over TLS
30 HTTP over SSL lelauriu

wsegdlandnues HTTPS Aenstudusiinuveaivlednidife wagnsundesanudu

! v L3 v A a ! (% (7 [ [N
duduazanuauysaivesdayauanildsusenitenisiudeloya HTTPS Jasiunislaud
WUU man-in-the-middle wagnisidnsavdenlanesuuvassitanislunisdoassening
lpateuduazi@snnes Hetdeatunisdearsannisdnitauasnisuasunlas Uszinunisiigad
faures HTTPS dndudesdiyanaiianinvedeldanululususesdidnadadsiaes wud
n1safiun1siAldanege Favunganudinisiweuse HTTPS NH1UATTUTEIANYNFDS
agvauysalinaznulaianizluuinisgsnssunisiiseRunvasaieuagseuuansaumnaves
¢ A o & a s & = aa a a a ¢
aaRnsvasndedu vudanliniuwintu Tl 2016 uanalegyaddnsuuaudiannseiingd
(Electronic Frontier Foundation; EFF) senisatvayuaindnimuiiviusiwes vl
TWslapeatunsvareuindu dudaust 2018 usiuan HTTPS gnldlaedldiiutesndn HTTP
audniilivasnde lnsdwlngiieundesnnugnissemiivuuiuledynuszian Snw

Auvasndetnd wazrsnwanuludiuiivenisdoats n1sszyfmeu wazn1svieuiuyes
Ak
Y



2.4.1 lagsu

5ULUY Uniform Resource Identifier (URD) w83 HTTPS figtuuunisldauiimiloudu
fuguuwuu HTTP egelsfiniu HTTPS srdsdanaliuniweslddunsdnsiaiuniuves
SSL/TLS iileuntleanisiudsdoyaids SSL/TLS wsnzegnedediniu HTTP iilesannanunsalst
nstlesiulduiinagiininsaaouaugnieufissdufeiveansdeas lunsdiifegsnssy
HTTP vuBumefidn dulasialufifisndinnefuhduildsunssusasaugnies (ny

TratausnsrvaaulususoIvudsniies)

HTTPS @51arasnanvasnssuuiasadnenlivasnis 5delmiulalaninisdesiun
wigauINgRniauarn1slaufLuy man-in-the-middle lneditoulyindnisldyanisidnsia
Mvnzay waglususaadsnineslasunisnsivdaunasiiaiale

99910 HTTPS Waules HTTP Msuualtniu TLS laensadsaiunsansialuslanoa
HTTP fiugiuvianuala F959u89 URL 909A1%0 W15 dimasn1sAum dius wasand (Fainae
Ny Y 9 | I = A & ¢ s & | )
Tayaszyimnuvely) agalsiniu esniediuladuasmneaunesadudiunives
lslamea TCP/IP Wugiu HTTPS Fsldanunsaunteanisilamedeyaiaills Tunisjon
mngANLIuusuLAu@esinvuaaegegnaes daniefaunsaeyuiuiied IP uay
NNBLEYNBSATOWIVTIVIBS Lazu1easienasimiatielaluuy (WY www.example.org gl

| A A N Yo o & Y = a v A

aunsneuInudLIWADYeY URL) NldMasdeansme sutausunadeyaiianslouuasseey
navesnsaeans uwregalsinulismialonvesnisdeans
a4 A &

Wedaivled HTTPS laggnedaanngliuiniseenluiuses
dIQ

[
%

(Certificate Authority) fifiasislidrmiilugenduas fasraduiuniwesdelindagliuing

s

U953
ponlufuseslumseanlufusesfignios datu {ldmadefionaidionsio HTTPS lugutuleds
soutefulumudeuluitomedelui:

« flfidesuingunsnivesmu Toadusriees wagiBnadnfaun iwesdulignynin (nan
Ao lufimslandgnnaneivw)
- fléFesiuivenduiviiwesldau HTTPS Ieegrsgndomieniugliuiniseonly
usesitnndlidmiognagnios
- fldiBestuigliuiniseenluiusesaziusenaneiulediigniosmungaieminiy
(nande Flsnsesnluiusesazlignyngnuaslsifinisesnlususesiiienain)
- Aulwatlususesdignies Semnsauilésumsasmumilaggliuinsfidediold
- lususesszyiuledlaognsgndes (1w dewsriwesidny “https://example.com” lu
FuseailldFuiugniesdmiu “example.com” uaglildvasmigaudu)
- flfiesiuinawesnisidistavediuslnnea (SSL/TLS) dmnuvasnsoifisanaainnis
Anils
HTTPS fawdAyeddeieinietisiilivasadouaziaiotiefienagnunsnues
\3etnefilivaonde \wu gnideude Wi-Fi a1y Jadalendliynenluiaietieviesiu
Fenffuamnsodnfuuiinfauazdunudeyaddnyilldlésunistiesiulae HTTPS wonani &


https://example.com

WUINAIUE WLAN anuunsiaziuudstuuraesatnlaunsnusantnivlaenisunsn
winifisiiienanslavanvasnuesuuiuleddu nmsnseiuulanunsognihluldlunsiniale
wane3s wu msiadawasaduninivuasnisuluetoyadiuunnavoyld

defifeyauniuAeitunisiiiss Tanavuilanuaznisuluedeyadiuyanaes
owns nsliszuunmeanulasade HTTPS vudiuleiomuasfinud dfisunty
oo nglhidsdassinnveanadensedumesidaildon wridoyawanisdumiuiv
wiagnthiigldidenenalifehiinnueziBengou widonmruiuuds deyawmvaiions
Waetoyafefuglilsnn wasnsenusemnududusivesgld

n1sUSuld HTTPS Sauqalvld HTTP/2 wag HTTP/3 (wavjuneumntinegna SPDY
way QUIC) By HTTP nestulnifieenuuuniioanian vun wazgaumiaslunisivan
wiiu

wazfin1swuzilild HTTP Strict Transport Security (HSTS) $auffu HTTPS itatlaiu
A l491nN151aUFAWUU man-in-the-middle Tnelanizeeneda SSL stripping

2.4.2 ANuUaaniy

AuUaanfves HTTPS agfl TLS fiugiu dslnevluagldfdasisnsuas@ddu
frsvzeuiieaiddiwadussosdy faazgninluldlunadrsianisivavesdeyasening
laaloudiazdivined lufuses X 509 grlfifiedudufnureadsnnes (wazunndasy
flaatouddag) dewmgi dlruiniseenluiusemarluiusesidarsisausiesudusonis
M319A0UANNFUNUTTENIIUTUTBWAZIINVBY TINTINITATI AU UaTALAAIIUYNADS
vodlususes uiistenaiivssleninnnniinisesnasusnuiiueieteiidedold uins
Damedayanisihss Sdeyasiuuunlud 2013 WHldiuieliuiniseenluiusesiniy
ngouiionvtirlugnislaufuuy man-in-the-middle AantFnd Ay luviunidenudy
wuudse (Forward Secrecy) Faduuseiuinnisieansiidsiadivuiinlluednasliauise
fatoyauazaensiald mnAdduntesiaruszersngnynsnluounan lalliyniudininesi
wiTTUUANUAULU AR

el HTTPS fiusavBnw diulusagsedeadtinu HTTPS anua mnidevutsdau
voudulwdgnlvanu HTTP (1Wu ar3ususegunm) viemnlnanameuiiiidoyaazidun
goU 19U iNgszuy s HTTPS vazdidaudus veaduledin HTTP sysumn flazides

sonsgnlanfuasnisiiseda wenainil andvwivlednsuiiu HTTPS ezdoudaldauuen
samy

aa ¢ =3 a ] v o a P VR S 13
1309 secure Tuiuledniideyaavidundeu dliuaziwatuazgnidameynasandineiules
Tugng HTTP unufiagidu HTTPS

2.4.3 S19az19gan19maia

2.4.3.1 ANULANANAIN HTTP
URL WUU HTTPS 13ususie “https://” wazltnesa 443 auansuau Tuvaei URL
WUU HTTP 3ususae “http//” wazlineadsn 80 aumsusy


https://
http://

'
= a

HTTP lallgidnsia SeflanuidsssonisTaufiuuy man-in-the-middle waznnseniled
o1vhlvilandannsadnfedydivlsduasdoyadidny wasuilumiduidlounsniauwivie
Tawanld HTTPS ldsumsosnuuuurldmumusionisTeudiussiani uasieiasnde @iy
msldaru HTTPS 714 SSL restuiianase)

2.4.3.2 Supsavne

HTTP yhawfialesgegavedluina TCP/IP Hufoialasuaundiady wuideiy
Wslapsanuvasnds TLS @whauduawesdesiisnivenawesifeaty) Sadrswade
AU HTTP Aeuds wazaoasiaiiedoniunds Tnanssasauds HTTPS lulelusinaoal
Fupnaniu usnanedenisld HTTP yluuunsilousis SSL/TLS dnswa (Judiusevene
90 HTTP agedfinaludnediu)

HTTPS WsWalilenndaanuvianue saudaduia HTTP wardayarve/n1snaundy
gnIuNSIANAsIEN1n s CCA No1afinliunmuniosurgliludiutedndnsuans laud
AITILANTONTIINUMTTBNADTENINARshelaungn sudstelawuuaziiod IP vede
e
2.4.3.3 NM3ASANTINLIDS
< = 2 asf v o 2 ' o v o 1Y) e
awSuudinnesivigeusunisiWeuss HTTPS fauaszuudssainsluiusesddansisae
o v & as¢ s 9 Sy Yo o 9 A Ay d gy I3
dmsuduaiviaes luiusesifedlasumsannulaggeanluusesiietielaiitelmiuiusi
wetgauiulaglufinsuduiou deenluiusesaziusesigieluiusesdedniunisues
Audsiesndnauslususesiu laemildiviuniwesasmeunsseteluiusesnisasuny
vosgpentuiusamany wWslvaunsansiaeuluiusesiiannulaegeenluuseunaiule

2.4.3.3.1 N1592USUTDY
fgliusnisesnluiusesdamdivdiuiunilaniaueluuses SSL/TLS wuutisedu
paeUszan SudslusuTeINIsAsIIda UV

Let’s Encrypt Waiiludieuawioy 2559 liusnisluuses SSL/TLS fiugiuuuy
gnlulifnsuniiuled wadld Electronic Frontier Foundation sgyin Let’s Encrypt agviilvinas
Waguan HTTP 1y HTTPS “dremeifisaudsenddamiendniu” Jagdufliuinisivlsan
wazgliuimsranddwingllivsslovian Let’s Encrypt iiteseulususeaiFliugne

2.4.3.3.2 THilun1saavaunsidnga

szuviifsannsolddmiunisnmaaevanilaadudidehfanadrdaiugsmnes
anedldilauoyymvindu Tumsdniiunisd dauassuuiuledtnagadslususesdmiu
fdusiazsre Fefldazlnanlususesasluusiiees Insunilususesesiideuasogdiuavea
Tlssueyann uazazgnnsaeulaednineslednluifluusasnsdeuseiileduduiny
vofld Faonalaiduusiodldsarusesn
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AuaudRnd Ay luuIunilFen s siawuudsieNauysaluuy (PFS) nsilAgaunuy

o

T
< A Y v 57

sauunsszozeniladmiafildadaeatu HTTPS liinagvilinnsldundeddiwadussoy
Fuilonensianisaunuiladiety uwilunendafiniy 1wl 2013 fifesnsuaniudsuds
Diffie-Hellman (DHE) uagn1suanidsuds Difie-Hellman wuulduldeiss (ECDHE) win
fuﬁWiwudwﬁ@mauﬁaﬁiuﬂ 2013 $Lie9 30% Vousatu Firefox, Opera way Chromium
Browser Lﬁ?ﬁ"uﬁiﬁﬂmauﬁaﬁ waziieu 0% Veuwadu Safari waz Microsoft Internet
Explorer 493 Apple ﬁi%’@mamﬁaﬁ TLS 1.3 Jameunslufiondmau 2018 ldandnnis
atfuayunmathsfauuubiinsdhsfauuudesie o Weununwus wa. 2562 Vuldsninesh
81579 96.6% F933UNTNMIAINEULUY Forward Tuguuuulaguiuunils uay 52.1% a1y
N155N¥IANUEULUU Forward Autustilwesdiulng s waunsngiau w.e. 2566 L3U@s
nesTid1TIa 99.6% T093UMIINMIAINEULUY Forward Tuguuutlaguuuumis uag 75.2%
21195 ¥IAMUAULUY Forward Autusnilwesaiulnegy

2.4.3.3.3.1 nawinaauluiuses

Tususesenagniiinasunouvunegls 19y 1osaneuduvesidaiuiignaziiin luniwes
yanduuestuiiluineitu Firefox Opera uag Internet Explorer Ui Windows Vista ¢l
Online Certificate Status Protocol (OCSP) titensraaeuhlsifumutiu wiriwesazdmane
wadisvaveslususesluduoanluiusewmsodunusiu OCSP uavdeanlususesasnaundy
Tneuddliumiwesnmuilutusesnddldoguiola uonani cA e1aoensenaifinaeu
Tususes (Certificate Revocation List; CRL) iiteudsloilémsuinlususeavanignifinasu
wa egalsfinin CRL Tidndudmiunasu CA/Browser (“Wosu CA/Browser” fananifie
99AN3) dnralu aegnelsiau CA Faasld CRL Muegnaunsurane datugnisiinasudiulvgjiuu
SuwmesilmazmelUlulidmamnlususemuneny

2.4.3.4 4931110

NM5L919%a SSL (Secure Sockets Layer) uag TLS (Transport Layer Security) @11158
fvuaenlFaedvun Wud Tnuasssunuaivun Mutual Tulnaesssun nsesadeuans
asudunmislaedsraefvindu Tnue Mutual suuelvglddesindalususadlaaldusid
yarsluiuun ieditenisnsaaeuanadld lidflunsdla sefunistlesiuasiuogiuay
gndesweansldnureniuasiazsanesiunsidsianld

SSL/TLS ludaafunisanvisatveaivladlaeiiuaseiiaas wasluu1ansdl URI 94
NN saansnauNnulAlagNINIIUTWIRAIYE/NSRa UL IgnaR ATl 35
Telvglavdaiunsadfateninusssuan (lemasnilamedoansnsae) wagtoninud
WN5Wa (1A esTWNSIa) Yinlianusalauffien1snswale

W TLS yhauiiseaulusiameainaindt HTTP waglufiauiineadulusiamea

) \ ac ¢ e Y] Py a ° o A ¢ a o
JEAUAINI W@Ses TLS Feanunsauansluiusaslaiedluiperdmiuneguasnasaiiiun

O a ) ' ! % ¢ A a d o [ o A
wihilu Tueds duvaneauitlianunsaldnisleadialouwuudavaiu HTTPS l¢ dlagdun



138131 Server Name Indication (SNI) @9d9%ala@d lUgudsniiasnaunsian1sitouns il

¥

Tusriwesiunaglisessudireeiinu n1ssessu SNI Jlvldaunaus Firefox 2, Opera
8, Apple Safari 2.1, Google Chrome 6 Wag Internet Explorer 7 Uy Windows Vista

n1519ufLUY man-in-the-middle fidudoulszianuisiidendn SSL stripping an
thiaueluuUsze Blackhat Conference U 2009 nisTasfiuszinnilvhansauyaensie
99 HTTPS Tsnsilasudsrd https: Tiidudsd http: Tneldusslevdanderiiaasafiingly
Sumesiiniieslifauviduiiiud “https” adludumosinmusriwes ynandadrgiiuled
filaendtlalaonisndndsrd wazgnuasnlianindiddld HTTPS Tuvueietan udaidsld
HTTP flavifedoansiulaaidudedistaau AalnseduliAansimuiinsnisiuiioly
HTTP 73and HTTP Strict Transport Security

HTTPS l63unsiigaindrinfienandesdenislaudiinszsimsmiinuannvaieguiuy
nslauiinszvimsmilnidunislaufuuy Side-Channel Ussinmvilsiiondenisiasunda
naLazvavemTiiniieeyIunuaTRve s WEinTlin s melisevimsriEinduly
Iilesannsidneia SSL/TLS wisuuUaailonmwemsmiin udiinansenutiesannserun
uazszzIa1vemNin luRounguaiay 2553 MuAdelaeinideain Microsoft Research
uag Indiana University Aunuideyaglifiazidensoulasazidenaunsneyunuliaindes
yaFiude 1y suauiine dddenuiudaedintestu HTTPS Tuueundinduiiuduii
fFoidsananeilufunsquaguaim M nsasmu wazmsrumiu usgueudlianunga
auulsr/e/nsidnvesild seldvesaseunda uaranuaulunsamuls

anuasaiiiduledatelvidnlvg sauds Goosle, Yahoo! uag Amazon 14 HTTPS
ylAAndgmamsuldsuaumnimenemidfaadeuse Wi-Fi avsisus iesaamtui
dszuuqadousie Wi-Fi veswesvauuuueauiinlsianunsalvanlsmadglineremidansneins
HTTPS waziSulesviansunta 1y NeverssL Sulseduiniuladnantduazannsodnialdinu
HTTP Lawe

2.5 ansy‘iﬁi%'ﬂmuﬁuﬂwm%’lmuda (Transport Layer Security; TLS)

inausiismuunwestuvuds (Transport Layer Security; TLS) 1uluslanaanis
dWhsatioenuuuaiiednwanulasasenisdeasuuadetisneuinmeitudumnedidn
Tuslnreaignldegaunsnanslunoundindusineiiudiuanisdedemnuldmeuuuuituiinay
Usmsidearnu 1P winsidanuiiednwanuvasade HTTPS Sinadufidnmesoansisuy
1nitgn

Tuslamoa TLS Tnquszasdudniitodnwiaauasnds sufsenududiuim (anu
du) ANNANYsal wazAugnaes Maunstdnsiisianiu nsldlususesseninaeundindu
Aeufinmosiideasiususgosueundinduiuly Welnreaivhouluawesmsitaueuay
Usznauseaastu Teun suidou TLS uasluslanoa TLS handshake
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Datagram Transport Layer Security (DTLS) daduluslnaoanisdoansiifentosedig
Tnddnuaumnudasndelifu woundiaduild aduwnsulurudeumanaia Tanunis
$adefie “O)TLS” eldfuiaeaiasduy

TLS 1Huanasgruiléfunisiauslag Intemet Engineering Task Force (IETF) 4
updunsansnlull 1999 wazastulagiume TLS 1.3 fermunduluifeudamay 2018
TLS a¥19Tuan Forfmun SSL (Secure Sockets Layer) fildsossusnseld (1994, 1995,
1996) Fatianlag Netscape Communications iieifisTustaaea HTTPS adluduiusiwes

Netscape Navigator

2.5.1 A185U"Y
Hesanueundinduanuisodoansidteuuuinieldil TLS (3o ssU) Fesndud
lnateusazdesdoalhdnoddimmsidoude TLS niduitndnlunsvduiaenisly
vinglarnesn du dwiunisdouse TLS Tagvnluuda nedn 80 azlddmiu nssudsdoua
HTTP Alsilsidrsva Tuvuzinesa 443 \Junedamluilddmiu mssudadoya HTTPS 7
Wswa Snnalnuilsdianisadrerive STARTTLS wwizluslansaludadsninesiieaduns
Fousou TLS fegratu Weldluslnreadwauazgniansuisegng

dlelraeuduazidsninedanasiiagld TLS wé mnwnaztasan nsideuse wuvil
amuglnglddunaunistuile (gnstuile TLS) TusTerealdmsfuilefustauueaumaniie
uamadsialiifeaindy wifinudddildnutuenzseady fansdeasdelay
gnuihsalagldsiauuuammnslussninmsduiled leaeuduasidfinefazanastuieai
wimedingg Aldaiunnuasndsveinsdeuse:

- matuiesusuilelaaieudioudetuidinesiilalinu TLS evemaideudeiivasn
fouarlnaoudnansmenmsyasiafisesdu (sauasileriduusy)
- 29eMTE B nofandeniliiduianasueuiisesdy uazuddllaaiousnsuis
nsinaula
« Tngundudndsnnesarszyfnuluguuuvvedluiusesidvialuiusesseneusetoldsm
nesiliuinisesnluiuses (CA) MeTielddsusasnnugndeweadluiuses uazddnns
TR G YRV oMLy | e Tob
- anARegudunugnaBIadluTuTeInausLiuNsHe
« lunsasdsisaduiilddmiunadonseiivaonss leatouiasdesdl
o WsWasavdy (PreMasterSecret) feAdasIsauzyaudsniosuasdmadnsly
fudsnnes @uameidimnosviduiiazannsnnensiadefdaius) andui
apsrhelifiavduiioaiddiwatuianzdmiunsdsiawaznensiateyaly
seriugadulunenaavie
o T¥nsuaniudsufd Diffie-Hellman (v3agUuuy DH MdudulAnsd) iloaisdd
watuLUUduLaY L AuagreUasnfedmiumadisiiauarnonsia felauauls
anAnvesnisunTauuudsde : mnAdaiusivendmnedgnidamelusuian azlsl



11

v o

anusaldRgiuienonsiamatuiagiuld whineatuiuasgndnfuuasduiiniag
yAnaTiaLAn
msfudunstazAuannisduiiouasisunsdeudeiivaenfedsazgnidnsiauaznon
saseAdigadusuninsdensetriugaannniuneuladuneunisneiudumaimsiuiio
TLS vdummnarnadonsiealignainatu

TLS wag SSL luanunsadninglsegrsasslutaieasiaiawasnilavasuuuinaay OSI
P3UUUI1a09 TCP/IP TLS vianu “vulusipmpanisaudsildiaiols 1wy TCP)” @anunaminy
Iifuegmilaaeainsvudsiwimihidsialiiuiaeesfianin Fdaeunfudnduning

s ° ' 2 ) a ) % ~ YR ¢
¥paaLeasnN1suiausag1elsiny Tnemluteundnduasld TLS wisuduiduawasnisau
dwdueundindunld TLS agdosmuaunssuaunIsTulie TLS uagn153nnslususenis
As19@RUANSNLANUALUNY

SoldFumsnvanuaeadelag TLS maldeusioszyinslaaiousd (gu duiusriees
) waziB$nliae$ (1wu wikipedia.org) axinuautFranuadsieludl
- madeusioifuuuudinm (viefinrwdu) iesann finsld SanedfiuAduuvanungly
nadhsatoyaiids Afdnsunindisfauuuaunnasiaggnadrstuegiaaniziaiza
dmduusagnmadensio uardsaneuduiuiesanfulide Sudueady @vinesuay
laaidudazasneaziBonifniusaneiiunndrsiauagAgnisd siafiagldnouiiay
dedoyaluduan (géudne) maesmeuduinniuialaonds (ruduiiasaiulias
liansnsadddldlaedinilawagliannsaldsu ufuslaodloudfineiiesegnsinatsns
Fousie) uazidetield (liflaudnulaamnsaudlunisdeansseninanisiasalagliign
ATIANU)
. Msudusnuvesheidomsaansadudulslagldnmaithsfameddaisisagnstiudu
saudsndudmiudinesussiumadendniulaaious
- Madeuselinuningetio (vellnwanysad) iesndemusazienuiidioanay
finsasaaeumnuanysaivesdenulagldsiaduduteniiietesfunsgymenie
madsuulasdeyaiilignananussninenisdsdeya

TLS s0sUismsivarnnatsdmiunisuaniddsudd nsdrsiadeya uaznns
nI9daUAgNFDsastonly fudu n1sdvuad TLS agadasndeiafsadeiy
msfimesidmunaléinnune wagdudonioueldlfinuaudiiiRedostuanuudan
dtanadiesuielilusienisduuy (@anseduas msuaniUdeudd anuasefbvesns
WnsTiakarANNaNYSHiveIlaya)

fnmsnenguveuyhaswdsusuauasadelunisdeansi TLS jmiaazueuly uay
TusTaroailasumsutlanansndaftedanisiufeanausueiudasnsomand dniauiu
wiiwesliusulsednsusivosmusiudrtiauiotestugndousiunuiaeadefionaio
%uwé’amnﬁuwm;méaumaﬁﬁ(@Uis’j’ﬁmﬁaﬁfuaw TLS/SSL weaiutusiies) mnuvaon
fyvedawainisuuadmsinTy
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Datagram Transport Layer Security wiei3enge 31 DTLS 1ulusinpeanisiedns
AAgtesddlvinnuuasnsoun woundieduiild Datagram laseyneliikounaindudeans
Tudnwariieonuuuniiedestunisdniie nsvasuutamienisuasuutasiornulysla
aoa DTLS 14 Tuslamea Transport Layer Security (TLS) vty ﬂwsam%m,l,azﬁagmﬂixaaﬁt,ﬁa
TnnssulsefuauUasnseiindrendetu agrslsin Wslnreaiunnsisan TLS nsedi
annsoldususiulsianeadictiu Datagram d@wlvig) IdunUser Datagram Protocol (UDP),
Datagram Congestion Control Protocol (DCCP), Control And Provisioning of Wireless
Access Points (CAPWAP), Stream Control Transmission Protocol (SCTP) encapsulation
kazSecure Real-time Transport Protocol (SRTP)

desneaunsuvestusinnea DTLS Snwiarumunevesnisvudsiugiuly wey
wanduislivszaudymeanuadiiiendestulusinneaaniy sgrslsinu woundindusias
Fan1sfiunisisesdduuiiniAaluel msgymevesamunsy wazdeyadisluualuanituue
voaufinifiniedetng waunsu 1esw1n DTLS 14 UDP w3e SCTP unu TCP Swmdnidestlym
TCP aundlothluldashaglusd veN

DTLS 1e$fu 1.0 atusadulul 2006 llsionasuuuaumudelau usldsunisimun
T Guganasnues TLS 1.1 shusadendu DTLS nesdu 2012 Anmsnfgnimusliidunadn
9 TLS 1.2 IngldSumneiavinosduves DTLS 1.2 iielinssfuiosdu TLS gavie DTLS
1.3 ¥ 2022 Agnimualidumasiives TLS 1.3 wudeiivaesieiduneuntin DTLS 1.3 &
Tnquszasdiiloly “msdulszduemaasndefidieusin [Fu TLS 1.3] sniunsteatusdy/
nslianunsaidugile”

laatoud VPN f1uuuinsiude Cisco AnyConnect & InterCloud Fabric,
OpenConnect, ’eﬂmﬁ ZScaler, F5 Networks Edge VPN Client tag Citrix Systems NetScaler
14 DTLS iieodnwenutasafonisiudsteya UDP uenaint duium iwesasilmifammnd
5893V DTLS-SRTP d1%5U WebRTC

2.5.2 X.509 (3Uuuuluiuses TLS/SSL)

Tumsidhsia X 509 1usasgiuvesannminsesnnesseninsUssma (TU) Aifivua
sunvvretlususesfdaisisazluiuses X.509 gnldlulusinreadumesidnuinuiasiuds
TLS/SSL Gadufiugiures HTTPS Tuslaneativaensedmsunsviontu uenandéalsly
wouwaindusewlativu ave 1udidnnsednd Tususes X.509 Woulesdoyauszddiuad
as1surlagldansiduiiva lususesdseneusedeyatsedin @eloadesdns vioyana)
LazAdas3alz (RSA, DSA, ECDSA, ed25519 1iudi) deasunslnegoonluiuseamioasmnm
senues ieludusesliyunsasunilaeoonlufusesiidedelsvieniunsasageuaiy
ndeafeistu dfolususesiuansnlifdassngiifegitoainnisdearsivasadoty
YARABY VideRTIARUANLYNABIYBeNANTTIasILATTAM Y AddaudaiAeatedls

X 509 farmuarenafinaeuluiusestaduitnmsuandreteyaifediuluiusesiiie
Ilsigndeslaggiidrunaasuy nasnsusdaneifiunisnsivasuidunisnisusesdeielily
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fusedlgsumsamnalnglususes CA danans dslususeavaniaglasunsasunlagluduses
uq seluauluisgadadidedioldluiian

X.509 gnimualag “Standardization Sector” @4 ITU (SG17 4 ITU-T) Tu ITU-T
Study Group 17 LLazﬁﬁugmmmﬂ Abstract Syntax Notation One (ASN.1) %ﬁLfJummgm
Snusznsniaves ITU-T

2.5.2.1 Taseairevasluuses
lasaaianinualilagunnsgiuasuantaglun1vimianismisendn Abstract Syntax
Notation One (ASN.1)

Y a o

Tassadwesludusesiaia X.509 v3 il
. Tususes
O NUNYLAULIDITY
O MNYLAVTIYA
o sWasanesTivatewdy
o Feifeen
o SyEzIAlgUY
» Linou
a lingeniy
o FoiFes
o YoyaRdansnsnzvenes

[y

® 9aN83NUASANSNSUY

9
AdansnIurvedes siaUseddgeen (Muden) auszdnduanizises (Mg
\Hon) diuveny (Maken)

o danasiuatgulususes
o aedulususes

Hadduvene (613 sdudsuresdiuvensluiusesesadosniasents udazdi
vgpfafalszdanizvesinies Tuanadufiseying (OD) Fadugadmieutudoved
fddnmielididy szuuiililuusesiosufiasiuusesmamudiuvensfiddnilidinvie
a'ausuensﬁﬁwﬁ’aﬁﬁsﬁagaﬁhjamwmﬂizmama%’ dammaﬁlﬁﬁﬁﬁymagﬂazL*ﬁumﬂlﬁﬁé’fﬂ
wivrzFadlasumsUsealanamnidnadruveneluiuses

lassaseveaiesdu 1 dog Tu RFC 1422

sUsvuneluresiiszuanizuegineunsuazisoanszylily X.520 lasnnes:m
wuzi UseLnnuennidadinden

ITU-T Imhdseyanizvesgesnndnninduasyuaaaunltluneidu 2 iiveaygialii
Yoroanuannsngvsoynnau it landsainssesiaivile fMegrmisenisiinduunldd,
a4 % = 2 o & A Aad
Aawlle CA duAZAIULAZTOYNAVDANAINTILTDAIT1TUEVRIUTENA NAIAINTU CA BUNLYE
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weafuenaameideudaesld wiiaglifetestu CA usnfiniy ogslsfnu IETF uugihiy
limsthiedesnudnninduasyanaunlden fafunosdu 2 Jsdldunivansludumodidn
duvengldFunsuugiilunediu 3 CA aunsolddmneiionsnluiusedldianis
dsuanlszasdiamy (iu dvfunsasunluiagiaa ib)
TunnnestumnaardiFuarededidfudmivlususeusarluiieanlny CA lawe
(Fafinanidlu RFC 5280)

2.5.2.2 wanalwaluiuses
uanalwslFRuluAmsUluTuses X509 dvangUszinnuuanalidmanls
dmudeyadun 1y Addruse
. .pen — (Bwadidnnsedndfiiuamududiuga) lususes DER fid1sia Base6d wuu
FEWIN BEGIN CERTIFICATE waz END CERTIFICATE——
« .cer, .crt, .der - lngundvraglusunuuluuni DER wluSusesiidnswa Base6d A
WWuiFeaUnfviuiu (g . pem fuuw)
. .p8, .p8e, .pkS - ﬁédauﬁuﬁdqaanmmﬁﬁzqiﬂu PKCS#8 o190gluguuuy DER 38
PEM #iduguse BEGIN PRIVATE KEY
BEGIN ENCRYPTED PRIVATE KEY
. .p1e, .csr — PKCS#10 iudveasunsluiuses (CSR) Tuguuuy PEM Jusiugae
BEGIN CERTIFICATE REQUEST
(CA) wuulosuUsznauseeazBendfyreduiusesiifesve wu Toansisy (/CN), %

Aea v o £ vy
AUV TRAILTVUAUAIY
5] [ 3

a9l . pse uwmanalvd

s 1 d‘l ¥ d?{ dl ! v vV U
LL‘U‘UWE]iZLILﬂ/iﬁ’]ﬂﬁi’]ﬂﬂlum@ﬁﬂlﬂ&lﬂ@@@ﬂI‘Uﬁ‘Ui@Q

503, 03fn3, §5, Usene uisddansisnsveslususesidonistianny Adwdriagls
Funsasunaleg CA uagluusesazgnaandudiu Tufusesfidsdufelususes asnsae @
fadansrsuzudlifiadani) Feiiluiusonssannsaegluguuuusingg lenanesuuuy
uilpeUnfazidu . p7r

. .pTr — AIMBU Y83 PKCSHT o CSR Usznauselususosiifisasuny uazluduseses
CA 199

. .pTs — aeduRaa PKCS#7 onailliduiadeanuitasuiuduatu 14l S/MIME dwdu
nsasuuludamuualilu RFC 2311

« .p7m - PKCS#7 (SignedData, EnvelopedData) 70A114 11 WA 5o7a (“enveloped”)
VoAU WIDIANLNBBLLE MIME Awmualily RFC 2311

. .p7c - In59a573 SignedData WUU “certs-only” 84 PKCS#7 Tidauad lnglyifiveyalae
Tviasun muualilu RFC 2311

« .p7b - lAs9a¥ s SignedData vos PKCS#7 Alaififoya fifieslufusesuuiuiauay/
vi3o CRL (laldeeiindu) usilifiAdd us 15Uuuy DER v3e BER e PEM fitududae

BEGIN PKCS7

Tng Java ussinlduinana . keystore unu Jaunninaainlufuseduuy . pem gULLUUﬁﬁ

s mualidmsunsruluiuseadunenisiuses

sUBUUN Windows lddmsumsuanifeuluiuses sessu
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« .pl2, .pfx, .pkesl2 — PKCS#12 013dlususes (@15156ug) uazadaiusi (Uesniusmie
swanu) Tulwaien . pfx - Personal Information eXchange PFX %ﬂLﬂujuﬁau‘U’eN
PrCS#12 (Ineunfazidoyaluguuuy PKCS#12 1wy Tid PFX flasdlu 1IS)

. .crl - Memsdinoeuluduses (CRL) wihevuiieenludusesazdaiseniana iy
wielflunsiinoeuluiuseanoununeny

[

PKCS#7 1lunnasgrudmsunisasuuniadisiadeya (Fonsgradunianisi
“enveloping”) iieannindudesldlususeaensageudeyanasunuudidsaunsasily
Suseslilulaseasne SignedData e

2.6 ms?iamsamm‘lné’ (Near-field communication; NFC)

<@ fa =
2.7 Wuazaunssauuniagw (PIR sensor)
3 sa = a I3 sa & A sao
Wulgasdunsusauuuniadn (PIR sensor) Ao Luwasdianniatindiin was
Bursusa (IR) Muresnunaningluszesnisueniiu Wuwesyladdnldluaiasnsiaduany
wasulm wuu PIR Wuiwes PIR dnldludyaaieussuasseuulvdesainednlul@

- . 2 U
SUN 2.7.0.1: 1A30999293UNseaaulmuwuy PIR inludusuinnede/idantiue

Y

Fuwes PIR asadunisindeulmmily uildldlidayainlasvieddandeoulm daty
= o & w Y 2 s v 2 s o o Y o " &
FadnTusedld Wuwes IR wuvasunm wuwes PR dnSendus 11 “PIR” viseunasasen
31 “PID” Fagauna1n “inTosnmadudunsnsauuuniaduees PIR asadunisiadoulm
Tl wildlalideyainlasvseddlamdeulny duiu Fsd1dudedld Wuwes IR wuvads

< L4 C | & ! « ” & & o ! « 9 = « <

A LW@uwes PIR dniendus 91 “PIR” #30U19Asa3eNI1 “PID” 38011910 “IATEIATIA
v a S o1y o 1 = =% Y & a a. ¢ My 0w =
FudunsuIALUUNIETN” MImadnvanefadeiantiitgunsal PIR lalaurndsuiie
AUTEAIAIUNTIINTIATU WAiriulaen15nTI9TUTIABUNT IR (ANMUTOUIINNITUNSIH) Tus
genuINMTeaLTiouINIng WIudn” Admiadnnuiefloiasseningunsal PR lila
WHINS IR AUTEAIALEN199TI3TU uihaulaen15nTdused@Bunsse (mnuseuain
N13UNSIE) TLHoRNUIINYIRALIoUNIAG Wity
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2.7.1 naNN159191
Togynuilaniigamaiigeanitaudesmduysalazudss wiwu anueu eon witugy

Y Y
a %

v 1 13 prypsg & Y ! = 1l 1 <
vasSadudivanini TngunfudiFadtusdiiumeaianiesannuradluguanueniniu
Bursusn uwigunsaiBidnvsedndieanuuuniiegauszadil amnsansiadule

2.7.2 1AT89M52393UNTSLAFUINILUL PIR

JUT 2.7.2.1: iw3eansnnduanuaioulm PR Tddmsumuaulineusnaiasuuudmlulif

p %4

- NADRNENYNTBNITUUATIAIUANNLATB UL U PIR

(3
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JUN 2.7.2.3: @indlineglueimsnfnnusuigesnsiaTun1sATouATaMUY PIR

o

dl L% d' ¥ d' L% d‘ v ¢ A
wA3eInTIaTuALAdaulmwuy PR Tdiensiadunisindeulmvesau & vsedng
duq dnldivdygraiurlusuayssuulndesainsuusnluda

2.7.3 n15aluns
< I [ d' a v aa d' VY]
W9 PIR @1U717005993UN15L a8 ULUAT0IUIHIUIIEDUNTUNIANNTENUAUING

'
=2

FeazuanaviuluruegivgamgiinasdnvauziuinvesingiogiumindusesilioTng 1
UAAR NIUAMURTNUNAY 1w funs gaumnd o geaiuluguuevesdugesaziintuin

9 9

amgiiviondugamalisnaneudinduindnass Wuwesazulainsiuasuulasiiiintures
W@Bursusamdiunlunsdsuwlameusaiulniueen uazdilaznszdunisnsaiu

npfidloaumaiilnalAssiunalanwauguRwiue1alsuwuuNsUdee SadBunTLIATILANGNg

W Aatunsiedeudneing s uiuiunase1anseAuATow T ulAguiY

a

g L®

€

L)

PIR fivaneguuuunisldaunvainvany sunfesldiuunnigeiiaudimsauaniediu
NILINTILILLIN T8EEMIVINUUTELIN 10 1WAT (30 We) wazyuueInmilaendl 180° dju
PRy P ' P o = ) A a O '
YULININATINT 59009 360° FelpenaluoaniuuuiiefnfsuunaIu PIR vuialvg
UNTUREAMIENTEINAIULALILAZEINITORNTIFFUN SR UL YA BINE I LB UN T UsA LAY
se8g 30 WA (100 W) 910 PIR wena1nlidadl PIR fleanuuumensyanuuulsuiemale &

N Ay v o & N A . - a
A11150ATBUAANIUTLANTI (110°) ¥3RATOUARNTUTILATLINKUY “dU” Y3Rau1saIEen
dunsganienusazaive “Usuuss” Nunaseunqula

2.7.4 N1SAFIAIUAIULANATY
< I3 Y3 d'l 1 I~ a v (Y] d'l [ a a
e sviangfonndeusadudunnnsaitiuiunIevenedyaamniesudea Tu

DAY

sUkuUll n15¥eAn PIR eiinaneiuies vlvieungiiadevedsy smsmauﬁugﬂﬁ@aaﬂmﬂ

3

e

o

dryeyrauluvi mmﬁuﬁumaqwé’mu%umﬂLi@%ﬂ/’?ﬂL%uma%%ﬁﬂé’wﬁuaaLLaz%hJ'ﬂiséju
gunsal ideligunsaiiumunindsuuasiananalunsdildsunamasdug wio
wasfidesaineviiaauy (nsldundunugeegadeiiosoravidlifandume Buduasvli
duwesliansatufindoyadfiuduld) Tuvnsdeatu madadeauuuinmesudoaideg

andrynsunmulnuamluviligunsaliuniunsnseduillesanawulniilngifes eensls
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(%
v v = a

< [ I3 a a [l 1 v al dy '3
AR L%uL%aiLLuumwwxlaLsulfzjaa@1m&1m13m@qmmmlﬁugﬂufuuu satiuadiuselevianiy
AusunIsmnsIatunsiAdaulrvintu

2.7.5 M3U{URDI

dleiduiwes PIR gnimuadtlulvuadvineisudea Wuwesazansaldauliane
Tugrurgunsainsadunsiedoulm Tulwued Wensadumandoulmniely “wunaenn”
vouduwes Wadisdugnilnzgnussinanaiivnevimavonduees itethdygauednedly
Tguasdunisnszduluan 1wy '%LaévﬁaLﬁ‘%mﬁ’uﬁﬂ%’a;ﬂaw’%aé’zgzyﬂmlﬁauﬁiyzgmﬁww\IaLiu
Weavzgnunlulagldiasiesnssuawuuuinduasloudndraasduiiaduuunaudames ni
fusfavestindlardaunzlnitonouauasiodyginain PR Tnsnsedulnaniiousioagiy
thduiavesiu Susfamansntuyanameluiiuiidriadiimuel faaemii

2.7.6 N159DNUUUNANN AN

censno¥®

\ |

Ul 2.7.6.1: mIsenuuuduresnmatunnadeulm PIR

Tneiiluiuiges PIR asRadeoguunnnsasiuideigunsaididnnsedndisniy
dufunsinrudygiandaudugesies nevhluudgausznouianunazussgegnislu
3o Fsdnndlusunisfidugesannsonseunquituiiiidosnisaseaeuld duFeusineed
“wheing” wanaRnfindsnudususaanansosnudunld whifhaslusuasiouasioiiy
uindsnudususaannsashudnndadueesldiiumieng Wesnnananilddulusda
sofaddumsisn nihdananaintsanlenanimquuantasy (lu wuas st “a) azuati
vewanduwes vlnalndeme uay/vievliindugauieuiiianaremdsaiianunse
Thdushnseadtedrinmnuenaaulegh 8-14 lulasiuns ddlndiAssiusaddunsisaiiuywe

Uaegaanuuniign wenaniidsanunsaldilunalnludaladneae (@auans)

2.7.7 NsSWNE
aunsalvnalnAnsnsneiuiislniandsnudunsusesseslnaasuuiuig e sl
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2.7.8 \aud
dunatafineranaeTugunanemdsuiiosiundanudunsusalududuiges udaz
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2.8.1 19813 “Hello, world”

fhagralusunsy “Hello, World” fiusinglu K&R atufinsinsausnldnaneduduwuy
vadlusunsuosiulussdeunisifeulusunsudinlg Tusunsuazius “hello, world”
2ONNINDANAUINTFIY
hestusuiuie
main()

{

printf("hello, world\n");
}
nestunviuaiuninme

#include <stdio.h>

int mainCvoid)

{
printf("hello, world\n");

¥ 0

vssiausniduddanilnsioaves Jesvysie #include Failvindlnsivawosuny
flusviplantiudedonuvedliddiui stdio. h FsUsznaudensUsenmadmuiieddy
SuwaLaziewne 398 printf lagraduimasuilegsou q stdio. h szyinanunsafumlyla
dunldlagldnagninisfumidenindduifiunndeutunenlmasd unuiiesdulnand

d‘ = % dg a
Farennudsenanulalulaisnnesianizlasinis

ussialandaluusznmaisidugadranmadonsulnl main Fonldflaiduiiiedy
nsviuveddusunsy fszyrlle int szyniaddudaduamduiuiy s1en1snsdnes
void szyhandulilaldersiuudle 9 anmwindeusulniddionifiuuudantsienis (int
waz char#[1) winsldendavasiuersinundna d 1msgru 1SO C (e 5.1.2.2.1)

=

muualildlensaififuluazvieonstuuudasssontstd JadunmsufoRfimunfendud
7 Tadlalv
2 o a a v A o s o

autnnilaszyanisusuvedaanmuuaiendy

ussindaluvedanazitenld (Uasudunienisvinnulud) deidulausisunsgiuves
C printf WiouszyMumissnuszimuLINvesEn3augaaiea null iszyluan3sdinesa
Joauil \n 1udiu escape Nuans dnasyuussvia Iidaiodeanlumesivaszdaaled
waswesideulunnisuiuveusindaly widn printf AfuAT int usmtuIzgnasisly
PE9RUY WTeMIneLilAaey ; IrAugamdLIen

20duUnnUanunefegadugavesiteidu main lnsneu C99 S1TufalMm&s return
0; Mnauilodugailandu main ussaus C99 Mardu main @ulunisiSenldfaidusudiu)

A a A e @ = a v

gAuAlngUIene 0 WanwuauUnnUnanyng
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2.8.2 yauvalusunsuvaany (GNU Compiler Collection; GCC)

Tunsrurunsmsiailesanud gauvalusunsuvesnytugnléifundnidesarnidu
youUalusunsy (roulwiaas; Compiler) fldifunanlumsianilanfiasiauuitugiu Arduino
UAZUDIARNN & FINDIUDSA ESP32

ﬂgmﬂaﬂmaa% GNU (GNU Compiler Collection; GCQ) (Wdio GNU C Compiler) ﬁa‘qﬂ
moxlmansanlasanis GNU fisesiunwlusunsy aninenssusnsaund uasseuuufiing
#1199 YailSronawIsias (FSF) weuns GCC lugruggonduwisiasnmeladyyrauginaisisas
vhlUves GNU (GNU GPL) GCC tuasdusznaudrdnuasyainiosilo GNU ddlddmiulasinis
dlvgfiAedostu GNU wazwmediua Linux selanussana 15 d1uussialul 2019 GCC
Jafuvdalulusunsuniilngfigauwindiasiiu 6CC funumddylumaivlaveswensung
3 alugruaiesilouarinetng

wananazilureulnassedraulunisnisvesssuuufuanis GNU uar GCC 8alasu
nsgeufulriduneulmaefunssulasszuuufiinsreufiumesadslmifiadrofu Unix
duq Snunang TudeszuuUFRnig Linux daulug sruuUuRnismsena BSD dwlng)f
Wasunld 6CC liuumdsanidng uiimdeeiniiu FreeBSD uaz Apple macOs l@iuasuy
wldpenlmass Clang drulngidunszivanaduaeing GeC Saunsansylmanslon
dmsusguud]uRnis Windows, Android, i0S, Solaris, HP-UX, AIX wag MS-DOS lagnee

6CC esumanesnludunanesunazaninenssugadidsding  snniieesilniaes
2u 9 unggniiluldaueganhemdugusetesdielunsimusenduasfuuuniuazuuy
filunssudns uenani 6CC Famdeldnudmiuszuuilasuning sudduild ARM uas
Power ISA

2.9 Flutter

Flutter 1uyamannvenduad Ul wuulemumesafiainalag Google anansaldiiamn
woundndudruunanvosuangiulaaierdmiuliu Fuchsia, Android, i0S, Linux, macOS
uaz Windows e Flutter lé3unsweiandausnlud 2015 wasiadluidioungqunieu 2017
wag Flutter gnldeuniglulag Google Tunaundiatusingg 1w Google Pay wag Google
Earth Tauddlnetinian eensduidsiesus wu ByteDance way Alibaba

Flutter azad1auoUndinduififuiunissuneivesines fadstoyafinaludmin
olagnsa Faupndearnlsuddn Ul Bu q Snannunefiendeunamesuidmuneiodan
Bulumaswees 1wy uey Android fuguifld Android SDK sedfugunsal wie i0S SDK
fild Ul stack luswasunasesuiimung miruaudunounsuaninaves Flutter 4ae
anAugasnlunissesfuvansunanwedu iosanannsalilan Ul fwmilouduldfunn
wwasnasutvaneg

2.9.1 Tassadrelusiand Flutter
Tulasseud TUsiane Flutter Hlassas1ansT 9 Anan
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android

= app

| L src

| - main

| I java: lan Java

| = kotlin: lam Kotlin

| I res: Ilawmasninenns wu lompuneniindu
| - AndroidManifest.xml
I build.gradle.kts

L settings.gradle kts

assets

L certificates

L— rootCA.crt: TuFuse Root (gite 2.5.2 dwsuneaviden)

(
build: Iawmasdmsunulndluuns
i0s

lib: gasalAnvasLoNALATY

linux

macaos

test

 windows

- (ton.yamt: Indsrnfiaosuvaniu

B e e

- pubspec.yam!: lrldtoyalusiand Flutter

' v
v A

(e stsusnfualianddgiazgnaanisluide 2.9 1)

2.9.2 Android
Tunsimutendadu Android lagldwsuisn Flutter sudussslddiulsenau

\n3esiiawmun Android ail

« Android SDK (API Level 36 qu 1aandiiumi)

» Android SDK Build-Tools

« Android SDK Command-line Tools

« Android SDK Platform-Tools

« Android Emulator (liddsAu)
wazuuzilinnsuazinsaesesiiowmaniiiu Android Studio

lun1sfinga Android SDK Aa3#afs Android SDK a1anfiausingunsalvesnnazldies
Fulindiy ieanuduladuendndurzanunsaldiveunsalillmiagala
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WanaLAtu Android 2wil SDK/API level 1Un1sne (Target SDK/API level) wag SDK/
API level usn (Minimum SDK/API level) Tassanud as tandifissi 19 API Level v
36 (Android 16) uaw APl level dusn 24 (Android 7) Bs5aufunds wendiadu Android 9%
As0RARIlEULIEUUR LA API level Fusauds API level iWhuane wiefie uondnduly
Tassnuiannsadassldsausuussuu Android 7 & Android 16 Tutes

2.9.2.1 Java

Java WumwndrddmSunsnaiuiuendiaty Android feagnalsiniu Lenaiadu
Flutter tugniBsudoniw Dart usdasndufesdilan Java dntosiftoiudunondindy
Flutter

Tasensiild Java 21 (UetBrains Runtime/Azul Zulu OpenJDK) WWunanlunisyinau
U Gradle usuanaiadu Android findneanuniu iteldnfunesfuiininimesssuuufon
st 14 Java 11

2.9.2.2 Gradle

Gradle Wuiniosloadreszuusmluidmsunsimungenduisnatsniw an159u
fg 9 1Wu Msreulng nsuieng nsnedey NMsUSULY waznismeuns awiisessu e
Java (57897111 Kotlin, Groovy, Scala % JDK), C/C++ wag JavaScript Gradle Walun
Ho8aAINNLUIRATEY Apache Ant waz Apache Maven wagiiausniwnanizlauuiils
Groovy L@y Kotlin #es1a9mnn1siviuaailasanisild XML i Maven 14 Gradle Tdnsan
wuverlandnifufiemaitednnisnisensds nsmildiitemmundsuresnuiinassdunis
Gradle 1191UUU Java Virtual Machine

Gradle Aowwseailendniildlunisdanisiusiand Java dwwlvg) saudalusiand Android
Taelulasenisil 9514 Gradle esdu 8.14.3 Hundn

2.9.3 Linux
Flutter 19lausiaseluiludunsunswauiuendieduuy Linux (development
dependencies)
« curl
. git
* unzip
* XZ
* Zip
e clu
nsanslausisuariusunsuiinaalddrefuazuanseiuluusasnisuanste Linux
uag Flutter Wlaus3tugrudnanlunisinuresondiadu (runtime dependencies)
. GTK 3
« blkid
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« LZMA

walpeluud lausisvantiasgninssnegudimnaaild sraphical desktop ialy

2.9.3.1 Debian
# Development dependencies:
sudo apt install -y curl git unzip xz-utils zip libglul-mesa

# Runtime dependencies:
sudo apt install libgtk-3-0 1libblkidl liblzma5

2.9.3.2 Fedora Linux

# Development dependencies:

sudo dnf install curl git unzip xz zip mesa-libglu
# Runtime dependencies:

sudo dnf install gtk3 libblkid xz

2.9.3.3 Arch Linux

# Development dependencies:

sudo pacman -S --needed curl git unzip xz zip glu
# Runtime dependencies:

sudo pacman -S --needed util-linux-libs xz gtk

2.9.4 Windows

Tumsiaungensiaiuu Windows ée Flutter ansidusiosfing
Git @1115U Windows %QQmmmm@%umaumﬁam?ﬂﬁimm'ﬁaLmu QR
code Fuda wied https://git-scm.com/install/windows #3eLileauald
WinGet lumsansslaensldmdasuans

winget install --id Git.Git -e --source winget

2.10 Git
Git 1JuszuvganduasmuaunestuLuunIzae Naunsadanisiestuvessesalan
N v Y v gv A 3 ca o s Y
wsateyals dnldiieniuaugesalanlnalusunsuaiiimuzeiwissiuiuy

2.10.1 Gitea

Gitea Juanensings forge dmsunislaasdszuumuaupstunIsimugansiLslag
14 Git sudsTiaesnisyeauswiudy 9 Wy msieautn nsasavaeulan MsHaLsY
agnaanilos (Continuous Integration; Cl) N5¥AU Kanban szuuisautam wagii soesu
nsleadisnenuies uazdaiuaunudansnsnvesyanadivislildaunidnse Gitea Wudau
wilved Gogs waziTeusen1w Go Gitea annsalaadliuunnunanwosuiisesiu Go yaufs
FreeBSD, Linux, macOS wag Windows Iﬂiﬂﬂﬂiﬁiﬁ%nuaﬁuﬂqumﬂ Open Collective

Tasanuiild Gitea (self-hosted) lumsleanlanuaslasenu
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GNU GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. https://fsf.org/

Everyone is permitted to copy and distribute verbatim copies of this license document,

but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds

of works.


https://creativecommons.org/licenses/by-sa/4.0/
https://fsf.org/
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The licenses for most software and other practical works are designed to take away
your freedom to share and change the works. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change all versions of a
program-to make sure it remains free software for all its users. We, the Free Software
Foundation, use the GNU General Public License for most of our software; it applies
also to any other work released this way by its authors. You can apply it to your

programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute
copies of free software (and charge for them if you wish), that you receive source code
or can get it if you want it, that you can change the software or use pieces of it in new

free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or
asking you to surrender the rights. Therefore, you have certain responsibilities if you
distribute copies of the software, or if you modify it: responsibilities to respect the
freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you
must pass on to the recipients the same freedoms that you received. You must make
sure that they, too, receive or can get the source code. And you must show them
these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright
on the software, and (2) offer you this License giving you legal permission to copy,
distribute and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no
warranty for this free software. For both users’ and authors’ sake, the GPL requires that
modified versions be marked as changed, so that their problems will not be attributed

erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of
the software inside them, although the manufacturer can do so. This is fundamentally
incompatible with the aim of protecting users’ freedom to change the software. The
systematic pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we have designed
this version of the GPL to prohibit the practice for those products. If such problems
arise substantially in other domains, we stand ready to extend this provision to those

domains in future versions of the GPL, as needed to protect the freedom of users.
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Finally, every program is threatened constantly by software patents. States should
not allow patents to restrict development and use of software on general-purpose
computers, but in those that do, we wish to avoid the special danger that patents
applied to a free program could make it effectively proprietary. To prevent this, the

GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as

semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each

[{

licensee is addressed as “you”. “Licensees” and “recipients” may be individuals

or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion
requiring copyright permission, other than the making of an exact copy. The resulting
work is called a “modified version” of the earlier work or a work “based on” the

earlier work.

A “covered work” means either the unmodified Program or a work based on
the Program.

To “propagate” a work means to do anything with it that, without permission, would
make you directly or secondarily liable for infringement under applicable copyright law,
except executing it on a computer or modifying a private copy. Propagation includes
copying, distribution (with or without modification), making available to the public, and

in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make
or receive copies. Mere interaction with a user through a computer network, with no
transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it
includes a convenient and prominently visible feature that (1) displays an appropriate
copyright notice, and (2) tells the user that there is no warranty for the work (except
to the extent that warranties are provided), that licensees may convey the work under
this License, and how to view a copy of this License. If the interface presents a list
of user commands or options, such as a menu, a prominent item in the list meets

this criterion.
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1. Source Code.
The “source code” for a work means the preferred form of the work for making

modifications to it. “Object code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined
by a recognized standards body, or, in the case of interfaces specified for a particular
programming language, one that is widely used among developers working in

that language.

The “System Libraries” of an executable work include anything, other than the work as
a whole, that (a) is included in the normal form of packaging a Major Component, but
which is not part of that Major Component, and (b) serves only to enable use of the
work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”,
in this context, means a major essential component (kernel, window system, and so
on) of the specific operating system (if any) on which the executable work runs, or a

compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code
needed to generate, install, and (for an executable work) run the object code and
to modify the work, including scripts to control those activities. However, it does not
include the work’s System Libraries, or general-purpose tools or generally available
free programs which are used unmodified in performing those activities but which are
not part of the work. For example, Corresponding Source includes interface definition
files associated with source files for the work, and the source code for shared libraries
and dynamically linked subprograms that the work is specifically designed to require,
such as by intimate data communication or control flow between those subprograms

and other parts of the work.

The Corresponding Source need not include anything that users can regenerate

automatically from other parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the
Program, and are irrevocable provided the stated conditions are met. This License
explicitly affirms your unlimited permission to run the unmodified Program. The output
from running a covered work is covered by this License only if the output, given its
content, constitutes a covered work. This License acknowledges your rights of fair use

or other equivalent, as provided by copyright law.



33

You may make, run and propagate covered works that you do not convey, without
conditions so long as your license otherwise remains in force. You may convey covered
works to others for the sole purpose of having them make modifications exclusively
for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not
control copyright. Those thus making or running the covered works for you must do
so exclusively on your behalf, under your direction and control, on terms that prohibit
them from making any copies of your copyrighted material outside their relationship
with you.

Conveying under any other circumstances is permitted solely under the conditions

stated below. Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under
any applicable law fulfilling obligations under article 11 of the WIPO copyright treaty
adopted on 20 December 1996, or similar laws prohibiting or restricting circumvention

of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention
of technological measures to the extent such circumvention is effected by exercising
rights under this License with respect to the covered work, and you disclaim any
intention to limit operation or modification of the work as a means of enforcing,
against the work’s users, your or third parties’ legal rights to forbid circumvention of

technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice; keep intact all notices stating that this License and any
non-permissive terms added in accord with section 7 apply to the code; keep intact all
notices of the absence of any warranty; and give all recipients a copy of this License

along with the Program.

You may charge any price or no price for each copy that you convey, and you may

offer support or warranty protection for a fee.

5. Conveying Modified Source Versions.
You may convey a work based on the Program, or the modifications to produce it from
the Program, in the form of source code under the terms of section 4, provided that

you also meet all of these conditions:
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a) The work must carry prominent notices stating that you modified it, and giving a
relevant date.

b) The work must carry prominent notices stating that it is released under this
License and any conditions added under section 7. This requirement modifies the
requirement in section 4 to “keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who
comes into possession of a copy. This License will therefore apply, along with any
applicable section 7 additional terms, to the whole of the work, and all its parts,
regardless of how they are packaged. This License gives no permission to license
the work in any other way, but it does not invalidate such permission if you have
separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal
Notices; however, if the Program has interactive interfaces that do not display

Appropriate Legal Notices, your work need not make them do so.

A compilation of a covered work with other separate and independent works, which
are not by their nature extensions of the covered work, and which are not combined
with it such as to form a larger program, in or on a volume of a storage or distribution
medium, is called an “aggregate” if the compilation and its resulting copyright are not
used to limit the access or legal rights of the compilation’s users beyond what the
individual works permit. Inclusion of a covered work in an aggregate does not cause

this License to apply to the other parts of the aggregate.

6. Conveying Non-Source Forms.
You may convey a covered work in object code form under the terms of sections 4
and 5, provided that you also convey the machine-readable Corresponding Source

under the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by the Corresponding Source fixed on a durable
physical medium customarily used for software interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical
distribution medium), accompanied by a written offer, valid for at least three
years and valid for as long as you offer spare parts or customer support for that
product model, to give anyone who possesses the object code either (1) a copy
of the Corresponding Source for all the software in the product that is covered
by this License, on a durable physical medium customarily used for software

interchange, for a price no more than your reasonable cost of physically performing



35

this conveying of source, or (2) access to copy the Corresponding Source from a
network server at no charge.

c) Convey individual copies of the object code with a copy of the written offer to
provide the Corresponding Source. This alternative is allowed only occasionally and
noncommercially, and only if you received the object code with such an offer, in
accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a
charge), and offer equivalent access to the Corresponding Source in the same way
through the same place at no further charge. You need not require recipients to
copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different
server (operated by you or a third party) that supports equivalent copying facilities,
provided you maintain clear directions next to the object code saying where to
find the Corresponding Source. Regardless of what server hosts the Corresponding
Source, you remain obligated to ensure that it is available for as long as needed to
satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other
peers where the object code and Corresponding Source of the work are being

offered to the general public at no charge under subsection 6d.

A separable portion of the object code, whose source code is excluded from the
Corresponding Source as a System Library, need not be included in conveying the

object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible
personal property which is normally used for personal, family, or household purposes,
or (2) anything designed or sold for incorporation into a dwelling. In determining
whether a product is a consumer product, doubtful cases shall be resolved in favor of
coverage. For a particular product received by a particular user, “normally used” refers
to a typical or common use of that class of product, regardless of the status of the
particular user or of the way in which the particular user actually uses, or expects or is
expected to use, the product. A product is a consumer product regardless of whether
the product has substantial commercial, industrial or non-consumer uses, unless such

uses represent the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures,
authorization keys, or other information required to install and execute modified
versions of a covered work in that User Product from a modified version of its

Corresponding Source. The information must suffice to ensure that the continued
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functioning of the modified object code is in no case prevented or interfered with

solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for
use in, a User Product, and the conveying occurs as part of a transaction in which
the right of possession and use of the User Product is transferred to the recipient
in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you nor any
third party retains the ability to install modified object code on the User Product (for

example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement
to continue to provide support service, warranty, or updates for a work that has been
modified or installed by the recipient, or for the User Product in which it has been
modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and

protocols for communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord
with this section must be in a format that is publicly documented (and with an
implementation available to the public in source code form), and must require no

special password or key for unpacking, reading or copyins.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by
making exceptions from one or more of its conditions. Additional permissions that
are applicable to the entire Program shall be treated as though they were included
in this License, to the extent that they are valid under applicable law. If additional
permissions apply only to part of the Program, that part may be used separately under
those permissions, but the entire Program remains governed by this License without
regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any
additional permissions from that copy, or from any part of it. (Additional permissions
may be written to require their own removal in certain cases when you modify the
work.) You may place additional permissions on material, added by you to a covered
work, for which you have or can give appropriate copyright permission.
Notwithstanding any other provision of this License, for material you add to a covered
work, you may (if authorized by the copyright holders of that material) supplement the

terms of this License with terms:
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a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and
16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in
that material or in the Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified
versions of such material be marked in reasonable ways as different from the
original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the
material; or

e) Declining to grant rights under trademark law for use of some trade names,
trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who
conveys the material (or modified versions of it) with contractual assumptions of
liability to the recipient, for any liability that these contractual assumptions directly
impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within

the meaning of section 10. If the Program as you received it, or any part of it, contains

a notice stating that it is governed by this License along with a term that is a further

restriction, you may remove that term. If a license document contains a further

restriction but permits relicensing or conveying under this License, you may add to a

covered work material governed by the terms of that license document, provided that

the further restriction does not survive such relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the
relevant source files, a statement of the additional terms that apply to those files, or a

notice indicating where to find the applicable terms.

Additional terms, permissive or non-permissive, may be stated in the form of a
separately written license, or stated as exceptions; the above requirements apply

either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided
under this License. Any attempt otherwise to propagate or modify it is void, and will
automatically terminate your rights under this License (including any patent licenses
granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular
copyright holder is reinstated (a) provisionally, unless and until the copyright holder
explicitly and finally terminates your license, and (b) permanently, if the copyright
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holder fails to notify you of the violation by some reasonable means prior to 60 days

after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if
the copyright holder notifies you of the violation by some reasonable means, this is
the first time you have received notice of violation of this License (for any work) from
that copyright holder, and you cure the violation prior to 30 days after your receipt of

the notice.

Termination of your rights under this section does not terminate the licenses of parties
who have received copies or rights from you under this License. If your rights have
been terminated and not permanently reinstated, you do not qualify to receive new

licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the
Program. Ancillary propagation of a covered work occurring solely as a consequence of
using peer-to-peer transmission to receive a copy likewise does not require acceptance.
However, nothing other than this License grants you permission to propagate or modify
any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance

of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license
from the original licensors, to run, modify and propagate that work, subject to this
License. You are not responsible for enforcing compliance by third parties with

this License.

An “entity transaction” is a transaction transferring control of an organization, or
substantially all assets of one, or subdividing an organization, or merging organizations.
If propagation of a covered work results from an entity transaction, each party to
that transaction who receives a copy of the work also receives whatever licenses to
the work the party’s predecessor in interest had or could give under the previous
paragraph, plus a right to possession of the Corresponding Source of the work from the

predecessor in interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or
affirmed under this License. For example, you may not impose a license fee, royalty, or
other charge for exercise of rights granted under this License, and you may not initiate

litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any patent
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claim is infringed by making, using, selling, offering for sale, or importing the Program or

any portion of it.

11. Patents.
A “contributor” is a copyright holder who authorizes use under this License of the
Program or a work on which the Program is based. The work thus licensed is called the

contributor’s “contributor version”.

A contributor’s “essential patent claims” are all patent claims owned or controlled
by the contributor, whether already acquired or hereafter acquired, that would be
infringed by some manner, permitted by this License, of making, using, or selling
its contributor version, but do not include claims that would be infringed only as
a consequence of further modification of the contributor version. For purposes of
this definition, “control” includes the right to grant patent sublicenses in a manner

consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license
under the contributor’s essential patent claims, to make, use, sell, offer for sale, import

and otherwise run, modify and propagate the contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or
commitment, however denominated, not to enforce a patent (such as an express
permission to practice a patent or covenant not to sue for patent infringement).
To “grant” such a patent license to a party means to make such an agreement or

commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the
Corresponding Source of the work is not available for anyone to copy, free of charge
and under the terms of this License, through a publicly available network server or
other readily accessible means, then you must either (1) cause the Corresponding
Source to be so available, or (2) arrange to deprive yourself of the benefit of the
patent license for this particular work, or (3) arrange, in a manner consistent with the
requirements of this License, to extend the patent license to downstream recipients.
“Knowingly relying” means you have actual knowledge that, but for the patent license,
your conveying the covered work in a country, or your recipient’s use of the covered
work in a country, would infringe one or more identifiable patents in that country that

you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey,
or propagate by procuring conveyance of, a covered work, and grant a patent license
to some of the parties receiving the covered work authorizing them to use, propagate,

modify or convey a specific copy of the covered work, then the patent license you
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grant is automatically extended to all recipients of the covered work and works based

on it.

A patent license is “discriminatory” if it does not include within the scope of its
coverage, prohibits the exercise of, or is conditioned on the non-exercise of one or
more of the rights that are specifically granted under this License. You may not convey
a covered work if you are a party to an arrangement with a third party that is in the
business of distributing software, under which you make payment to the third party
based on the extent of your activity of conveying the work, and under which the
third party grants, to any of the parties who would receive the covered work from
you, a discriminatory patent license (a) in connection with copies of the covered
work conveyed by you (or copies made from those copies), or (b) primarily for and
in connection with specific products or compilations that contain the covered work,
unless you entered into that arrangement, or that patent license was granted, prior to
28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license
or other defenses to infringement that may otherwise be available to you under

applicable patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions
of this License. If you cannot convey a covered work so as to satisfy simultaneously
your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that
obligate you to collect a royalty for further conveying from those to whom you convey
the Program, the only way you could satisfy both those terms and this License would

be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or
combine any covered work with a work licensed under version 3 of the GNU Affero
General Public License into a single combined work, and to convey the resulting work.
The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13,

concerning interaction through a network will apply to the combination as such.
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14. Revised Versions of this License.
The Free Software Foundation may publish revised and/or new versions of the GNU
General Public License from time to time. Such new versions will be similar in spirit to

the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a
certain numbered version of the GNU General Public License “or any later version”
applies to it, you have the option of following the terms and conditions either of that
numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License,

you may choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU
General Public License can be used, that proxy’s public statement of acceptance of a

version permanently authorizes you to choose that version for the Program.

Later license versions may give you additional or different permissions. However, no
additional obligations are imposed on any author or copyright holder as a result of

your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/
OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY
KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.
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17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given
local legal effect according to their terms, reviewing courts shall apply local law that
most closely approximates an absolute waiver of all civil liability in connection with
the Program, unless a warranty or assumption of liability accompanies a copy of the

Program in return for a fee.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs
If you develop a new program, and you want it to be of the greatest possible use to
the public, the best way to achieve this is to make it free software which everyone can

redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the
start of each source file to most effectively state the exclusion of warranty; and each
file should have at least the “copyright” line and a pointer to where the full notice
is found.

<one line to give the program's name and a brief idea of what it
does.>

Copyright (C) <year> <name of author>

This program is free software: you can redistribute it and/or
modify

it under the terms of the GNU General Public License as published
by

the Free Software Foundation, either version 3 of the License, or

(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program. If not, see <https://ww.gnu.org/
licenses/>.
Also add information on how to contact you by electronic and paper mail.
If the program does terminal interaction, make it output a short notice like this when it

starts in an interactive mode:
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<program> Copyright (C) <year> <name of author>
This program comes with ABSOLUTELY NO WARRANTY; for details type
‘show w'.

This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c' for details.
The hypothetical commands ‘show w’ and ‘show ¢’ should show the appropriate parts
of the General Public License. Of course, your program’s commands might be different;

for a GUI interface, you would use an “about box”.

You should also get your employer (if you work as a programmer) or school, if any, to
sign a “copyright disclaimer” for the program, if necessary. For more information on
this, and how to apply and follow the GNU GPL, see https://www.gnu.org/licenses/.

The GNU General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may consider it more
useful to permit linking proprietary applications with the library. If this is what you
want to do, use the GNU Lesser General Public License instead of this License. But first,

please read https://www.gnu.org/licenses/why-not-lgpl.html.


https://www.gnu.org/licenses/
https://www.gnu.org/licenses/why-not-lgpl.html
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